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Abstract  

The live forensics method was used to acquire lawful digital evidence data from device memory in the WhatsApp application, 
particularly for desktop-based WhatsApp. There has been little research on live forensics on desktop-based WhatsApp 
applications. These studies involve mimicking crime cases in cyberspace using the Instant Messenger application. Much of the 
acquisition process is completed only once, even though many possible conditions may arise during the purchase process. 
Investigators or experts can employ digital evidence data discovery to identify crimes that have occurred. The stages of 
research carried out in detecting digital evidence are data collecting, the examination process, and the acquisition of analysis 
and reporting outcomes. During the data-gathering phase, a case simulation dataset was obtained. The examination process 
stage results in the integrity of the duplicated data; data reduction is performed on data related to fundamental operating 

system components, influential application features, and incomplete data. According to the investigation findings, there are 
difficulties in looking for digital evidence, and the features of each digital evidence vary. The simulation file contained many 
reports on the finds of digital evidence. As a data acquisition method, the characteristics of live forensics are limited to the 
data retrieval process in RAM. Based on these findings, it is possible to conclude that the data collection and examination 
processing were completed effectively. The analysis results were acquired, and the report was presented with the indicated 
digital evidence. Further study can be paired with chip-off procedures on RAM devices for data recovery. 

Keywords: Live Forensics, Data Acquisition, Digital Artifact, Volatile Data, Dekstop-based WhatsApp 

1. Introduction  

Various techniques or methods can assist the 

identification process of digital evidence, one of which 

is live forensics. The live forensics method is a 

technique for identifying digital evidence when the 

equipment or system evidence is in operating condition 

[1]–[3]. The live forensics method is appropriate for 

handling volatile data characteristics [4, 5]. Volatile 

data in Random Access Memory (RAM) describes all 

activities in a system [6]. Based on this explanation, it 
can be concluded that the live forensics method is a very 

appropriate choice for handling and as a form of 

assistance in the identification process of digital 

evidence of criminal cases related to volatile data. 

Based on this description, several previous research 

results are needed as a reference. Based on this 

background, the state of the art several studies became 

the basis of this research. Research on the application of 

live forensics on desktop-based WhatsApp applications 

(WAD) is still limited, but several studies on the topic 

of live forensics have been carried out by [7]–[13]. 

These studies are in the form of simulating a crime case 

in cyberspace with the involvement of an Instant 

Messenger (IM) application. The following process is 

in data acquisition on the perpetrator's device, and data 

analysis is carried out based on the acquisition results. 

The acquisition process is only carried out once, while 

the reality on the ground is that various possible 

conditions can occur during the acquisition process—

this possibility, such as when the IM application is 

logged out while the data has been deleted. 

Digital forensics has become an essential part of 

handling cases in cyberspace. Digital forensics is 

categorized as a branch of science focusing on taking 

legal evidence or recognizing it at trial based on data 

sources from storage media such as hard drives, flash 

drives, RAM, and others [14]. Along with technology 

development, it has increased cybercriminals using 

information technology to support crime using IM 

applications as a communication medium [15]. The 
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resolution or prevention of these crimes can be 

completed in terms of technical aspects through digital 

forensic science. The field of digital forensics is divided 

into sub-fields of digital forensics, especially related to 

the handling of the characteristics of digital evidence 

being studied, such as mobile forensics, live forensics, 

network forensics, and others. The digital forensics 

study in this study focuses on the discussion of live 

forensics methods to identify digital evidence in WAD 

applications. 

Digital evidence in WAD applications is characteristic 

of volatile data, so live forensics techniques are 

appropriate for identification. Analyzing digital 

evidence is carried out through the stages of data 

acquisition and analysis of the data acquired from the 

WAD application with various possible challenges or 

scenarios. The determination and use of the live 

forensics method in this research are closely related to 

data collection, examination, analysis, and reporting to 

obtain several research objectives. This research is 

expected to be a compliment and an explanation for the 
shortcomings found in previous studies. The results or 

the final output of this research are expected to assist 

investigators or experts in implementing the data 

acquisition process with a live forensics approach to 

WAD applications and analysis of the data acquired by 

WAD applications with various possible challenges or 

scenarios that can occur. 

Based on the formulation of the problem, the objectives 

of this research were set, namely (i) collecting data and 

examining the process and (ii) obtaining the results of 

analysis and reporting (reporting). Furthermore, the 

benefits of this research are expected to complement 
and explain the shortcomings found in several previous 

studies, and the output of this research can be used as 

assistance for investigators or experts. Based on this, 

the information submitted by investigators or experts 

can be recognized and declared legal to be used as legal 

evidence at trial. 

2. Research Methods 

This research was carried out in a laboratory within the 

Department of Informatics, Faculty of Engineering, 

Universitas Muhammadiyah Jember, from November 

2021 to January 2022. Research materials and tools are 
needed to achieve each research goal through several 

implementation stages. The research material used is a 

dataset in the form of a simulation of death threats and 

terror cases from the WAD application [16]. The 

research tools used are (i) two computers, Lenovo G40 

and Lenovo 3493EQG, (ii) Google Pixel smartphone, 

(iii) Samsung hard drives, (iv) FTK Imager application, 

and (v) Hashmyfile application. 

The research method is an algorithm for achieving each 

research goal [17]–[19]. The selection of the algorithm 

used is in the form of a flowchart. The research method 

is in the form of a flowchart, as shown in figure 1. 

Live Forensics to Identify the Digital Evidence 

on the Desktop-based WhatsApp

Start

Research objectives: (i) carry out data collection and 

examination processes and (ii) obtain analysis and 

reporting results

no

yes

(1) Data collection and 

examination processing

Data collection

Has data collection been carried out 

appropriately?

Examination process

Has the examination process been carried 

out appropriately?

yes

no

(2) Obtaining analysis and 

reporting results

no

yes

End

Analysis results

Have the results of the analysis been 

obtained appropriately?

Report generation

Has the report been carried out 

appropriately?

yes

no

 

Figure 1. The research method is in the form of a flowchart. 

 

Based on figure 1, it can be explained that there are four 

essential stages in this research, namely (i) the stage of 

data collection and examination process and (ii) the 
stage of obtaining the results of analysis and reporting. 

The data collection stage begins with creating primary 

data, namely case simulation datasets. The case data 

simulation is classified into three data; namely, 

simulation-1 elements consist of intact simulation data, 

no activity is given, simulation-2 is given exercise in the 

form of leaving WhatsApp (WA) on a cellphone, and 

simulation-3 is given chat data deletion activities. The 

next stage is based on the three conditions of the 

simulation data in the form of applying live forensics as 

a data acquisition mechanism when the device is in 

working condition. 
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The stages of the examination process consist of 

verifying the authenticity of the dataset, reducing it, and 

searching for digital evidence. The steps of obtaining 

the analysis results focus on challenges in finding 

digital evidence and explaining the characteristics of 

digital evidence findings. The stages of making reports 

are carried out to summarize the results of digital proof. 

3.  Results and Discussions 

3.1 Data Collection and Examination Process 

The data collection phase consists of (i) making 
simulations of death threats and terror cases using 

WAD. A dataset will be obtained as primary data for 

this research in case simulations. When creating case 

simulations, specific challenges related to the data 

acquisition process are encountered. The data acquired 

only applies to activity data stored in RAM so that data 

outside of that (e.g., data on the hard drive) is not 

analyzed in more detail—the flow of case simulation 

creation is shown in figure 2. 

 

Figure 2. Threat case simulation design. 

Based on figure 2, it can be explained that (i) the case 

simulation was made by using two computers (the 

perpetrator's computer and the investigator's computer) 

and a hard drive as a storage medium for the duplicated 

files resulting from the data acquisition. (ii) The 

application of the live forensics method is carried out in 

making case simulations because this method is very 

suitable for data acquisition techniques in RAM, as the 

results of research by Mcdown et al. [11]. The case 
simulation is divided into three conditions: the 

condition when the WAD application activity is regular, 

the state when the WAD application activity exits the 

mobile version of the WA, and the situation when the 

WAD application activity is deleting data. These three 

conditions are often encountered in everyday life, so the 

possibility of problems related to these conditions has 

also been found, based on the results of research from 

Utami et al.; Riadi et al.; and Anwar et al. [13], [20], 

[21]. The examination process begins with (i) 

verification of the authenticity of the dataset consisting 

of three simulation data files. Guarantee is intended to 
ensure no changes to the data after the data acquisition 

process. The hashmyfile application is used for data 

integrity verification. The hashmyfile application is a 

display for data integrity verification, as shown in figure 

3. 

 
Figure 3. Hashmyfile application display for data integrity 

verification 

The file shown in figure 3 is when the acquisition is 

complete. Data integrity verification is performed only 

for cloned files so that the original files are still stored. 

The data integrity verification stage is carried out by 
comparing the original file's hash value to the 

duplicated file's hash value, both MD5 and SHA1, and 

the resulting hash value must be the same. The data 

reduction stage needs to be carried out to obtain 

significant results from the search for digital 

evidence—the acquisition of volatile data from 

activities stored in RAM, mainly in incomplete pieces 

of information. Data reduction is carried out on data 

relating to the essential components of the operating 

system, obfuscation of data on application features, and 

incomplete data. The digital evidence search stage is 

carried out manually to ensure that pieces of 
information, which are generally vague, can be 

understood and interpreted as digital evidence. The 

search for digital evidence was carried out using the 

FTK Imager application on three simulation data files. 

The display of the search for digital proof of the 

simulation file is shown in figure 4. 

 

#a) Digital evidence search on the simulation file-1

 

#b) Digital evidence search on the simulation file-2 

Figure 4. Display of digital evidence search on the simulation file 

Based on figure 4, it can be shown that the digital 

evidence data for simulation-1 and simulation-2 have 

been found. The data from simulation-3 did not find 

chat data, as was the case with chat data found in 

simulation-1 and simulation-2 data. This is because the 

data acquisition process is carried out after the message 

deletion process. Based on the search for digital 

evidence, there were data findings from (i) the 

simulation-1 totaling fifteen data, including telephone 
numbers of perpetrators and victims, conversation texts, 

multimedia files, and call trace log activities; (ii) the 

simulation-2 consists of ten data including telephone 

numbers, conversation texts, multimedia files, and call 

trace log activities; while (iii) there are six simulations-

3 processes which include traces of phone numbers 

from perpetrators and victims without clear 
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information, multimedia files, call tracking activity 

logs, and no text conversation data found. 

3.2 Results of Analysis and Reporting 

The stage of obtaining the analysis results begins with 

(i) challenges in finding digital evidence. The first 

challenge is finding pieces of text that are not intact. 

Various things cause the incomplete condition, in this 

case, the data storage mechanism in RAM [11] as the 

results of previous research by Mcdown et al., but some 

data are intact. Incomplete data files often occur, caused 
by various factors, in this case, simulation, by the 

communication and data acquisition processes, because 

both works simultaneously. The storage location of the 

found multimedia files has been identified if the file 

data (e.g., images, documents, audio, etc.) have been 

downloaded. The data recovery process for file 

discovery failed to be carried out because the data 

acquisition process was only limited to the virtual 

environment (RAM). It needed special techniques (e.g., 

removing the chip in RAM so that the data was 

successfully retrieved). The next stage is the analysis 

results in the form of the characteristics of digital 

evidence findings. 

Display of digital data findings in simulation-1, as 

shown in table 1. 

 

Table 1. Display of digital data evidence findings on the simulation file-1 

Digital evidence finding Characteristics Timestamp 

Victim's phone number (6282231249XXX) 
name"Jur Kompas"shortName".Jur"profilePic" 

vhttps://web.WhatsApp.com/pp? t=s&u=6282231249XXX 
- 

Criminal's phone number (6282226249XXX) 
7D58B52802","ack":3,"from":"6282226249XXX 

@c.us","to":"6282231249XXX 
- 

(Text): maksud kamu apa? Complete text data and follow the evidence from the victim's cellphone - 

(Text): membongkar tentang saya tanpa bukti 

yang jelas 
Complete text data and follow the evidence from the victim's cellphone - 

(Text): Saya dapet faktanya dari sumber yang 

valid dan bisa dibuktikan 
Complete text data and follow the evidence from the victim's cellphone - 

(Text): saya bisa bunuh Incomplete text data - 

(Text): apa alasanmu Complete text data and follow the evidence from the victim's cellphone  

(Text): itu rumah kamu kan Complete text data and follow the evidence from the victim's cellphone - 

(Text): Ancaman anda sudah saya laporkan ke 

polisi 
Complete text data and follow the evidence from the victim's cellphone - 

Filename voicemail WhatsApp Ptt 2022-01-23 at 10.13.15.ogg 10:13 

Filename picture Rumah Jur 2022-01-23.jpg - 

Filename picture 
W.h.a.t.s.A.p.p. .I.m.a.g.e. .2.0.2.2.-.0.1.-.2.3. .a.t. 

.1.0...3.1...3.8...j.p.e.g 
10:31 

Incoming call 

2022-01-2310:15:48.025:[log voip:incoming_signaling(pairedphone): 

{"id":"CF616CA68B5545E50859B0C A03 5229A1" 

,"type":"offer","from":"6282231249XXX 

10:15 

Incoming call 

2022-01-2310:16:48.025:[log voip:incoming_signaling(pairedphone): 

{"id":"CF616CA68B5545E50859B0C A03 5229A1" 

,"type":"offer","from":"6282231249XXX 

10:16 

Incoming call 

2022-01-23 10:46:12.469:[log][main-process][voip-native] 

voip:L3: 03:46:12.439 wa_capability_def.cc  participant 

6282231249XXX@s.WhatsApp.net has capability 

10:46 

Based on table 1, it can be explained that the digital 

evidence found in the form of data on telephone 

numbers, the text of conversations between the 

perpetrator and the victim, data on image and sound 

filenames, traces of incoming voice calls from the 

victim and voice calls out of the perpetrator. The 

discovery of the characteristics of digital evidence, 

including (i) some text data in intact condition, so that 

they can be recognized and interpreted, while text data 

is not in intact condition, it is necessary to carry out 

further analysis until finally understandable information 
is obtained; (ii) multimedia files can only be recognized 

from the file name and file storage location, while the 

file has failed to perform data recovery; and (iii) 

telephone number data is intact so that it can be 

appropriately interpreted. 

Display digital data evidence findings in simulation-2, 

as shown in table 2. 

Based on table 2, it can be explained that the acquisition 

of digital evidence in the form of data on telephone 

numbers and text of conversations made by the 

perpetrator and the victim, data on image and sound 

filenames, traces of incoming voice calls from the 

victim and voice calls out of the perpetrator. The 

characteristics of the digital evidence found are 

generally the same as the simulation-1. Still, there are 

some differences which include (i) the victim's phone 
number data was not found as in the simulation-1, (ii) 

the findings obtained were only traced numbers without
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Table 2. Display of digital data evidence findings on the simulation file-2 

Digital evidence finding Characteristics Timestamp 

Victim's phone number (6282231249XXX) 
7D58B52802","ack":3,"from":"6282226249XXX 

@c.us","to":"6282231249XXX 
- 

Criminal's phone number (6282226249XXX) 
7D58B52802","ack":3,"from":"6282226249XXX 

@c.us","to":"6282231249XXX 
- 

(Text) Saya dapet faktanya dari sumber yang 

valid dan bisa dibuktikan 
Complete text data and follow the evidence from the victim's cellphone - 

(Text) saya bisa bunuh Incomplete text data - 

(Text) apa alasanmu ? Complete text data and follow the evidence from the victim's cellphone - 

Filename voicemail WhatsApp Ptt 2022-01-23 at 10.13.15.ogg 10:13 

Filename picture Rumah Jur 2022-01-23.jpg - 

Filename picture W.h.a.t.s.A.p.p. .I.m.a.g.e. .2.0.2.2.-.0.1.-.2.3. .a.t. .1.0...3.1...3.8....lnk 10:31 

Incoming call 

2022-01-2310:15:48.025:[log voip:incoming_signaling(pairedphone): 

{"id":"CF616CA68B5545E50859B0C A03 5229A1" 

,"type":"offer","from":"6282231249XXX 

10:15 

Incoming call 

2022-01-2310:16:48.025:[log voip:incoming_signaling(pairedphone): 

{"id":"CF616CA68B5545E50859B0C A03 5229A1" 

,"type":"offer","from":"6282231249XXX 

10:16 

Outgoing call 

2022-01-23 10:46:12.469:[log][main-process][voip-native] 

voip:L3: 03:46:12.439 wa_capability_def.cc  participant 

6282231249XXX@s.WhatsApp.net has capability 

10:46 

contact information, and (iii) the names of the 
multimedia files found are the same as those found in 

the simulation-1, but there are differences in the file 

name extensions, namely in simulation-2 with the *.ink 

extension, while in simulation-1 it has the *.jpeg 

extension, and (iv) found timestamp descriptions of 

some messages. 

Display digital data evidence findings in simulation-3, 

as shown in table 3.

 

Table 3. Display of digital data evidence findings on the simulation file-3 

Digital evidence finding Characteristics Timestamp 

Victim's phone number 

(6282231249XXX) 

7D58B52802","ack":3,"from":"6282226249XXX @c.us","to":"6282231249XXX 
- 

Criminal's phone number 

(6282226249XXX) 

7D58B52802","ack":3,"from":"6282226249XXX @c.us","to":"6282231249XXX 
- 

Filename voicemail WhatsApp Ptt 2022-01-23 at 10.13.15.ogg 10:13 

Filename picture Rumah Jur 2022-01-23.jpg - 

Filename picture W.h.a.t.s.A.p.p. .I.m.a.g.e. .2.0.2.2.-.0.1.-.2.3. .a.t. .1.0...3.1...3.8....lnk 10:31 

Outgoing call 2022-01-23 10:46:11.923:[log] 

voip:incoming_signaling(peer):{"peer_jid":"6282231249XXX@s.WhatsApp.net","isContact":t

rue 

10:46 

Based on table 3, it can be explained that the acquisition 

of digital evidence in the form of traces of telephone 

numbers, names of multimedia files, and traces of calls. 

The characteristics of the digital evidence found are 

generally the same as the simulation-1 and simulation-

2. Still, there are some differences which include (i) no 

conversational text data found, (ii) voice message file 
names and picture file names found, (iii) found call 

trace files, and (iv) found timestamp descriptions of 

some messages. 

Based on the results of the analysis of the data 

acquisition of digital evidence on the three simulation 

data, it can be concluded that each simulation data 

shows different results. A comparison is displayed in a 

bar chart against digital evidence findings based on 

three simulation data, as shown in figure 5. 

 

Figure 5. Comparison display in bar chart form against digital 

evidence findings based on three simulation data 
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Based on figure 5, it can be explained that there is a 

percentage of digital evidence findings for each 

condition. Simulation-1 data in text data content of 

39%, 75% of multimedia files, 100% of call trace log 

activities, 100% of identified phone numbers, and 20% 

of timestamp data of 100%. Simulation-2 data consists 

of 15% text data, 50% multimedia files, 100% call trace 

activity logs, 100% identified phone numbers, and 20% 

timestamp data. Simulation-3 data is data with 50% 

payload in multimedia files by 100%, call trace log 

activity by 100%, and timestamp data by 13%. 

4.  Conclusion 

A case simulation dataset consisting of three different 

conditions and similarities to the actual conditions was 

successfully simulated in the data collection stage. 

Phases of the examination process resulted in the 

integrity of the duplicated data and declared valid. Data 

reduction is carried out on data relating to the essential 

components of the operating system, application 

features with data obfuscation, and incomplete data. 

The search for digital evidence has succeeded in 
obtaining data that can be understood and interpreted 

based on initial data. Most of the condition is in pieces 

of data or incomplete data. The results of the analysis 

succeeded in finding challenges in the search for digital 

evidence, namely related to the condition of the data 

findings that were intact, incomplete, incomplete data, 

and data storage locations. The characteristics of the 

result of digital evidence are temporary data because 

they are in RAM, and data recovery cannot be made, 

even though the location of the storage area has been 

found. Most of the digital evidence reports were found 

in all data in the simulation file, except for the text file 
and the contact's identity in the simulation data-3. The 

characteristics of live forensics as a method for data 

acquisition are limited to only the data retrieval process 

in RAM, so the data obtained is temporary and cannot 

be recovered from the files found, in this case, in the 

form of multimedia files. Further research can be 

combined with chip-off techniques on RAM devices to 

retrieve data so that the files found can be accessed and 

presented as factual evidence in digital form and not just 

temporary data. 
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